Ch. Devilal State Institute of
Engineering And Technology,
Panniwala Mota(Sirsa) -125077

LAB MANUAL

COMPUTER NETWORK
LAB

(PC/CSE/42-P)




Practical No. 1

Aim:-To study about the components and specifications of Computer and
Laptop.

«» Computer :-
A computer is a machine that can store, process, and execute instructions to perform
tasks. Computers come in many different sizes and shapes, from smart phones to

supercomputers.
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e Motherboard:-
A motherboard is the main circuit board in a computer, acting as the central hub that
connects and allows communication between all the internal components, including the
CPU, RAM, and storage devices.

Motherboard and their parts:-

RAM memory

Case fan slote 24-pin power
connector connector Heat sink IDE connector
CPU Processor
Sockey AGP slots
8-pin power

connector _ SATA ports

DVI port i
P Audio poi Jumper
port
VGA port Modem port
USB port PCl slots
BIOS chip Floppy port

Diagram: Motherboard with Label Diagram

e Processor:-
A processor (CPU) is the logic circuitry that responds to and processes the basic
instructions that drive a computer. The CPU is seen as the main and most crucial
integrated circuitry (IC)chip in a computer, as it is responsible for interpreting most of
computers commands.




Compiler lext Editor Assembler Database System

SYSTEM AND APPLICATION PROGRAMS

OPERATING SYSTEM

COMPUTER
HARDWARE

» An Operating System (OS) is an interface between a computer user and computer
hardware. An operating system is a software which performs all the basic tasks like file
management, memory management, process management, handling input and output,
and controlling peripheral devices such as disk drives and printers.

Network interface card:-

» Anetwork interface card, also known as NIC or network interface controller, is typically
a circuit board installed on the computer to connect to the network. It works as an
indispensable component for the network connection of computers.




SMPS:-

» In computers, SMPS stands for Switched-Mode Power Supply, a type of power supply
that uses switching electronics to convert AC (alternating current) from a wall outlet
into the DC (direct current) needed by computer components, efficiently and reliably.

Buses used in computer:-

» Buses are pathways that facilitate data, address, and control signal transmission between
different components like the CPU, memory, and input/output devices. The three main
types are data, address, and control buses. a bus is a high-speed internal connection.
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Diagram of Buses

Gigabit Ethernet NIC

PCl connection

Ethernet port




Memory:-

» It is used to store data and instructions. Computer memory is the storage space in the
computer, where data is to be processed and instructions required for processing are
stored. The memory is divided into large number of small parts called cells. Each
location or cell has a unique address, which varies from zero to memory size minus one.

1.RAM:-

» RAM, or Random Access Memory, is a computer's short-term memory that stores data
and instructions currently being used by the CPU, allowing for quick access and
processing, but it's volatile, meaning it loses data when power is off. Mentioned
computer have 512 MB RAM.
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2. Hard disk drive:-

» A Hard Disk Drive (HDD) is a data storage device that uses spinning magnetic disks
(platters) and a read/write head to store and retrieve digital data, acting as a primary or
secondary storage device in computers. mentioned computer have HDD of 160GB .




« Laptop:-

» A laptop, also known as a notebook, is a portable personal computer designed for use
on the go, featuring a built-in keyboard, screen, and touchpad, and capable of running

full desktop operating systems.

Laptop specifications:-

Processor:-

A processor, often called the Central Processing Unit
(CPU), isthe "brain" of a computer, responsible for
interpreting and executing instructions from software
programs and managing the flow of data within the
system. Mentioned laptop have intel core i5 processor.

% Operating system:-

@ Device specifications Copy -~

Device name Himanshi-Pancha

Processor 12th Gen Intel{R) Core(TM) 19-1235U 1.30 GHz
Installed RAM 16.0 GB (15.7 GB usable)

Device 1D BICBTAIT-AAAL-45CD- ABEB-2ECC84ER540C
Product D [

System type

Pen and touch Na pen or touch input is available for this display

Related links  Domain or warkgroup  System protection  Advanced system settings

BB Windows specifications Copy ~

Edition

Versian

11 Home Single Language

Installed on
QS build

Experience Window

s Feature Experience Pack 1000.26100.48.0
Microsoft Services Agreement
Microsoft Software License Terms

» An operating system (OS) is the core software that manages a computer's hardware and
software resources, providing a platform for applications to run and allowing users to
interact with the computer. Mentioned laptop have 64-bit operating system , x64-based
processor .




Types of memory used:-

» Cache memory:-

Cache memory is a small, fast memory that acts as a buffer
between the CPU and main memory (RAM), storing frequently
accessed data and instructions for quicker retrieval, thus
improving overall system performance. Mentioned laptop have
12MB cache size.

> RAM:-

Random-access memory is a form of electronic computer memory that can be read and
changed in any order, typically used to store working data and machine code. Mentioned
laptop have 16MB RAM size.
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Warranty Void If Removed

» Hard disk drive:-
A hard disk drive (HDD), also known as a hard disk or fixed disk, is a data storage
device that uses magnetic storage with one or more rigid, rapidly rotating platters coated

with magnetic material to store and retrieve digital data.

> Solid state drive:-

A Solid-State Drive (SSD) isa digital storage medium that uses integrated circuit
assemblies, specifically flash memory, to store data persistently, unlike traditional hard disk
drives (HDDs) which
use spinning disks.
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Screen resolution:-

Display Type Full HD.

Screen Resolution 1920 x 1080 - FHD.
Screen Size (Diagonal) 35.56 cm (14 inch).
Ports in laptop:-

AC smart pin

HDMI out

USB Type -A

USB Type-C
Headphone/microphone combo
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AC smart pin
1x HDMI out

1x SuperSpeed USB Type-A5Gbps

1x SuperSpeed USB Type-C* 10Gbps
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Ix SuperSpeed USB Type-A 5Gbps
1x Headphone/microphone combo




Practical No. 2

Aim:-Familiarization with networking components and devices LAN
adapters, hubs, switches, routers etc.

% What is a network?

» Anetwork is a system of interconnected devices that share data and resources. Networks
can be made up of computers, servers, or other electronic devices. They can be
connected by cables or wirelessly.

Networking Components:-

» Computer networks components comprise both Hardware parts as well as the software
parts required for installing computer networks, both at organizations and at home. The
hardware components are the server, client, peer, transmission medium, and connecting
devices. The software components are operating system and protocols.
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+ Hardware Components:-

» Servers: Servers are high-configuration computers that manage the resources of the
network. The network operating system is typically installed in the server and so they
give user accesses to the network resources. Servers can be of various kinds: file servers,
database servers, print servers etc.

» Clients: Clients are computers that request and receive service from the servers to

access and use the network resources.

Peers: Peers are computers that provide as well as receive services from other peers in
a work group network.




Transmission Media: Transmission media are the channels through which data is
transferred from one device to another in a network. Transmission media may be
guided media like coaxial cable, fiber optic cables etc; or maybe unguided media
like microwaves, infra-red wave etc.

Networking Devices: Connecting devices act as middleware between networks or
computers, by binding the network media together.

Some of the common connecting devices are:
1. Routers
2. Hub
3. Switch
4. Bridge
5. Repeater
6. Gateway

Software components:

Operating System — Network Operating Systems is typically installed in the server and
facilitate workstations in a network to share files, database, applications, printers etc.

Protocol Suite — A protocol is a rule or guideline followed by each computer for data
communication. Protocol suite is a set of related protocols that are laid down for computer
networks.

The two popular protocol suites are —

» OSI Model ( Open System Interconnections)
» TCP/IP Model.

LAN adaptor:-

A LAN (Local Area Network) adapter, also known as a network interface card (NIC) or Ethernet
adapter, is a hardware component that enables a device to connect to and communicate over a
local area network (LAN). The primary function of a LAN adapter is to allow a computer or
other device to connect to a wired Ethernet network and transmit and receive data.
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o Ethernet Adapters: These are the most common type and use Ethernet cables (RJ45
connectors) to connect to a network.

o Wireless Network Adapters: These adapters allow devices to connect to a network
wirelessly (e.g., Wi-Fi).

Networking devices

¢ Router:-

» A Router is a networking device that forwards data packets between computer
networks. One or more packet- switched networks or subnetworks can be connected
using a router. By sending data packets to their intended IP addresses, it manages traffic
between different networks and permits several devices to share an internet connection.

How Does Router Work?

o A router determines a packet’s future path by examining the destination IP address of
the header and comparing it to the routing database. The list of routing tables outlines
how to send the data to a specific network location. They use a set of rules to determine
the most effective way to transmit the data to the specified IP address.

o To enable communication between other devices and the internet, routers utilize a
modem, such as a cable, fiber, or DSL modem. Most routers include many ports that can
connect a variety of devices to the internet simultaneously. In order to decide where to
deliver data and where traffic is coming from, it needs routing tables.

e A routing table primarily specifies the router’s default path. As a result, it might not
determine the optimum path to forward the data for a particular packet. For instance, the
office router directs all networks to its internet service provider through a single default
channel.

o Static and dynamic tables come in two varieties in the router. The dynamic routing tables
are automatically updated by dynamic routers based on network activity, whereas
the static routing tables are configured manually.

7
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< HUB:-

» A Network Hub is one of the most commonly used networking devices can be easily
found on any small networks such as home or office. Hub operates at the physical layer
of OSI model. It is the simplest networking device hence has low cost. Basically, a hub
is a repeater with multiple ports. The function of a hub in networking is similar to the
repeater. It transfers data in the form of binary bits and uses for broadcasting data.

Working of Hubs:-
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When a host sends frames, the hub forwards the frames in all the ports. Hubs do not separate
the type of the frame, for example, whether the frame unicast should be either multicast or
broadcast. Hubs forward all the frames into all the ports. Although a hub sends the frames to all
the ports, a computer accepts the ones, whose MAC match matches the destination MAC
address field. The rest of the frames are discarded after receiving the required information.

Switch:-

The Switch is a network device that is used to segment the networks into different subnetworks
called subnets or LAN segments. It is responsible for filtering and forwarding the packets
between LAN segments based on MAC address.

Switches have many ports, and when data arrives at any port, the destination address is
examined first and some checks are also done and then it is processed to the devices. Different
types of communication are supported here like unicast, multicast, and broadcast
communication.

How Does a Network Switch Works?

When the source wants to send the data packet to the destination, the packet first enters the
switch and the switch reads its header and finds the MAC address of the destination to identify
the device then it sends the packet out through the appropriate ports that lead to the destination
devices.

Switch establishes a temporary connection between the source and destination for
communication and terminates the connection once the conversation is done. Also, it offers full
bandwidth to network traffic going to and from a device simultaneously to reduce collision.
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Bridge:-

In computer networking, a bridge is a device that connects two or more network segments (like
LANSs) at the data link layer (Layer 2 of the OSI model) to create a larger, single network,
forwarding traffic based on MAC addresses.
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Working of Bridges
Let’s see the step-by-step working of the bridge in computer networks:

o Receiving Data: The bridge gets data packets (or frames) from both network segments
A and B.

o Building a Table: It creates a table of MAC addresses by looking at where the data is
coming from to know which device is on which segment.

o Filtering Data: If the data from network A is meant for a device also on network A, the
bridge stops it from going further.

o Forwarding Data: If the data from network A is meant for a device on network B, the
bridge sends it to the correct place on network B.

o Repeating for Both Sides: The bridge does the same thing for data coming from
network B.

Repeater:-

A repeater is a network device that retransmits a received signal with more power and to an
extended geographical or topological network boundary than what would be capable with the
original signal repeater is implemented in computer networks to expand the coverage area of
the network, re propagate a weak or broken signal and or service remote nodes. Repeaters
amplify the received/input signal to a higher frequency domain so that it is reusable, scalable.

Working of Repeaters




o Initially the source system transmits the signals. This source systems can be a mobile
phone, laptop or radio.

o This transmitted signal from the source system travels in air if it’s wireless network or
through the cable if it is wired network. As the signal goes away from the source it’s
strength gets weak.

o The signal received to the repeater is not the actual signal sent by source system but a
weak signal. Therefore repeater amplifies this weak signal to get it strengthen.

o The strengthen signal is now being sent from the repeater to its destination. This signal
is more stronger and can travel at longer distance. In short, it extends the network
without losing the quality of signal.

o Repeaters are therefore used in various wireless technologies such asWi-Fiand wired
technologies such as ethernet.

Repeatar

Wweak Signal Amplified
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Gateway:-

A gateway is a network connectivity device that connects two different configuration networks.
Gateways are also known as protocol converters, because they play an important role in
converting protocols supported by traffic on different networks. As a result, it allows smooth
communication between two networks. It works as the entry-exit point for a network because
all traffic that passes across the networks must pass through the gateway. A gateway monitors
and controls all the incoming and outgoing network traffic. Gateways are also known as
protocol converters In this article, we are going to discuss all important points related to
Gateways.

Gateway in Compubter Mebworks
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o The gateway receives data from devices within the network.

o After receiving data the gateway intercept and analyze data packets, which include
analyzing packet header, payload etc.

o Based on the analysis of the data packets, the gateway calculate an appropriate
destination address of data packet. It then routes the data packets to their destination
address.




In some cases, the gateway might also want to transform the format of the obtained data
to ensure compatibility at the receiver.

Once the data packets have been analyzed, routed, and converted, then the gateway
sends the last packets to their respective destinations address inside the network

Network Gateway

1

Server

Gateway
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Local Network Local Network
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Local Network




Practical No. 3

Aim:-Familiarization with Transmission media and Tools Coaxial cable, UTP
Cable, Crimping Tools, Connectors etc.

«* Transmission Medium:-

Transmission media refers to the physical medium through which data is transmitted from one
device to another within a network. These media can be wired or wireless. The choice of
medium depends on factors like distance, speed, and interference. A transmission media is a
physical path between the transmitter and the receiver i.e. it is the channel through which data
is sent from one device to another. Transmission Media is broadly classified into the following

types:
Media
Media
D D O CD D e

1. Guided Media

Guided Unguided

Media

Guided media is also referred to as Wired or Bounded transmission media. Signals being
transmitted are directed and confined in a narrow pathway by using physical links.

Features:

e High Speed

o Secure

o Used for comparatively shorter distances
There are 3 major types of Guided Media:

» Coaxial Cable

Coaxial cable has an outer plastic covering containing an insulation layer made of PVC or
Teflon and 2 parallel conductors each having a separate insulated protection cover. Thecoaxial
cable transmits information in two modes: Baseband mode(dedicated cable bandwidth) and
Broadband mode(cable bandwidth is split into separate ranges). Cable TVs and analog
television networks widely use Coaxial cables.




Advantages of Coaxial Cable
o Coaxial cables has highbandhwidth .
e Itis easy to install.
o Coaxial cables are more reliable and durable.
o Less affected by noise or cross-talk or electromagnetic inference.
e Coaxial cables support multiple channels
Disadvantages of Coaxial Cable
o Coaxial cables are expensive.
e The coaxial cable must be grounded in order to prevent any crosstalk.
o As a Coaxial cable has multiple layers it is very bulky.

o There is a chance of breaking the coaxial cable and attaching a “t-joint” by hackers, this
compromises the security of the data.

» Fiber optical Cable
Fibre optical cable uses the concept total internal reflection of light through a core made up
of glass. The core is surrounded by a less dense glass or plastic covering called the coating.
It is used for the transmission of large volumes of data. The cable can be unidirectional or
bidirectional. The WDM supports two modes, namely unidirectional and bidirectional mode.

Strencgth
FAsmiber

Chiadding




Advantages of Fibre optical Cable
o Increased capacity and bandwidth
o Lightweight
e Less signal attenuation
e Immunity to electromagnetic interference
o Resistance to corrosive materials
Disadvantages of Fibre optical Cable
o Difficult to install and maintain
o High cost
Applications of Fibre optical Cable
e Medical Purpose: Used in several types of medical instruments.
o Defence Purpose: Used in transmission of data in aerospace.
e For Communication: This is largely used in formation of internet cables.

o Industrial Purpose: Used for lighting purposes and safety measures in designing the
interior and exterior of automobiles.

«» Twisted Pair Cable

It consists of 2 separately insulated conductor wires wound about each other. Generally, several
such pairs are bundled together in a protective sheath. They are the most widely used
Transmission Media. twisted pair is of two types:

e Unshielded Twisted Pair (UTP):UTP consists of two insulated copper wires twisted
around one another. This type of cable has the ability to block interference and does not
depend on a physical shield for this purpose. It is used for telephonic applications.
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Advantages of Unshielded Twisted Pair
o Least expensive
o Easy to install

o High-speed capacity

Disadvantages of Unshielded Twisted Pair
o Lower capacity and performance in comparisonto ~ STP

e Short distance transmission due to attenuation.

o Shielded Twisted Pair (STP): Shielded twisted pair cable consists of a special jacket
(a copper braid covering or a foil shield) to block external interference. It is used in fast-
data-rate Ethernet and in voice and data channels of telephone lines.

Advantages of Shielded Twisted Pair
o Better performance at a higher data rate in comparison to UTP
o FEliminates crosstalk
o Comparatively faster
Disadvantages of Shielded Twisted Pair
o Comparatively difficult to install and manufacture.
e More expensive.

e Bulky.

2. Unbounded/Unguided Transmission Media:

Unguided medium transport electromagnetic waves without using a physical conductor. This
type of communication is often referred to as wireless communication. Signals are normally
broadcast through free space and thus are available to anyone who has a device capable of
receiving them.

Types of unguided Transmission media:

Radio Transmission: Its frequency is between 10Khz to 1Ghz. It is simple to install and has
high attenuation. These waves are used for multicast communication.

Types of propagation:
1. Troposphere

2. lonosphere




Microwaves: It is a line of sight transmission i.e. the sending and receiving antennas need to
be properly aligned with each other. The distance covered by the signal is directly proportional
to the height of the antenna. Frequency Range:1GHz — 300GHz. These are majorly used for
mobile phone communication and television distribution.

Infrared: Infrared waves are used for very short distance communication. They cannot
penetrate throughobstacles. This prevents interference between systems. Frequency
Range:300GHz — 400THz. It is used in TV remotes, wireless mouse, keyboard, printer, etc.

Crimping tool:

A crimping tool is a device used to conjoin two pieces of metal by deforming one or both of
them to hold each other. The result of the tool's work is called a crimp. An example of crimping
is affixing a connector to the end of a cable. For instance, network cables and phone cables are
created using a crimping tool (shown below) to join RJ-45 and RJ-11 connectors to both ends
of phone or Cat 5 cable.

Tangent-Wire

Crimper 4P4c

Crimper 8P8C

Crimper 6p6¢c

Shelled-Wire
PVC Handle

Connector:

A device that terminates a segment of cabling or provides a point of entry for networking
devices such as computers, hubs, and routers. Connectors can be distinguished according to
their physical appearance and mating properties, such as jacks and plugs (male connectors) or
sockets and ports (female connectors).







Practical No. 4

Aim:

Preparing the UTP cable for cross and direct connection using Crimping Tools.
Requirements:

Crimping tools, UTP Cable, RJ-45 connector, Cable tester.

Procedure:

Crimping Tools:

A crimping tool is a handy device that allows you to create secure connections between wires
and connectors. It works by deforming the connector onto the wire, ensuring a strong bond.
With a crimping tool, you can easily join electrical wires, network cables, coaxial cables, and
more.For instance, network cables and phone cables are created using a crimping tool (shown
below) to join RJ-45 and RJ-11 connectors to both ends of phone or Cat 5 cable.

Tangent-Wire

Crimper 4P4c

Crimper 8P8C

Crimper 6p6¢c

Shelled-Wire
PVC Handle

UTP Cables:

UTP stands for Unshielded Twisted Pair cable. UTP cable is a 100 ohm copper cable that
consists of 2 to 1800 unshielded twisted pairs surrounded by an outer jacket. They have no
metallic shield. This makes the cable small in diameter but unprotected against electrical
interference. The twist helps to improve its immunity to electrical noise and EMI.
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RJ-45 Connector:

An RJ45 connector is a standardized 8-position, 8-contact (8P8C) modular plug and jack
commonly used for Ethernet networking, connecting devices like computers, routers, and
switches to create local area networks (LANS).

100000

Pmn1 Pm 8 Pm 8 Pmn1

R]-45 Jack Plug R]-45 Jack Face

Cable tester:

A cable tester is an electronic device used to verify the electrical connections and integrity of
cables, ensuring proper wiring and identifying potential issues like breaks, shorts, or miswiring.
Cable testers are essential tools for network technicians, installers, and anyone working with
wired systems to ensure reliable data transmission and troubleshoot connectivity problems.

RJ45 + RJ11 RJ11 + RJ4§
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Straight cable:

A straight-through cable is a type of twisted pair cable that is used in local area networks to
connect a computer to a network hub such as a router. This type of cable is also sometimes
called a patch cable and is an alternative to wireless connections where one or more computers
access a router through a wireless signal. On a straight-through cable, the wired pins match.
Straight- through cable use one wiring standard: both ends use T568 A wiring standard or both
ends use T568B wiring standard. The following figure shows a straight-through cable of which
both ends are wired as the T568B standard.

RJ45 Pinout  ....:60¢ RJ45 Pinout  1::::60s
T-568A | T-568B

ool
dolelle
e

r 1
1. White Green 5. White Blue 1. White Orange 5. White Blue
2, Green 6. Orange 2. Orange 6. Green
3. White Orange 7. White Brown 3. White Green 7. White Brown
| 4, Blue 8, Brown 4, Blue 8. Brown

Cross cable:

An Ethernet crossover cable is a type of Ethernet cable used to connect computing devices
together directly. Unlike straight-through cable, crossover cables use two different wiring
standards: one end uses the T568A wiring standard, and the other end uses the T568B wiring
standard. The internal wiring of Ethernet crossover cables reverses the transmit and receive
signals. It is most often used to connect two devices of the same type: e.g. two computers (via
network interface controller) or two switches to each other.

CROSSOVER

SIDE ONE SIDE TWO
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- 1. White Orange 5. White Blue 1. White Green 5. White Blue
2. Orange 6, Green 2. Green 6. Orange
3. White Green 7, White Brown | 3. White Orange 7, White Brown

| 4. Blue 8. Brown 4. Blue 8. Brown




Making Straight UTP Cable:
- Peel the end of the UTP cable , approximately 2 cm.

- Open the cable strands , align and follow the arrangement as standard cable image shown
below .

- Once the order is according to the standard , cut and flatten the ends of the cable,

- Put the cable is straight and aligned into the RJ - 45 connector , and make sure all cables are
in correct position as follows:

1. Orange White
2. Orange

3. Green White
4. Blue

5. Blue White

6. Green

7. White Brown

8. Brown

\[P?i;% : M/

RJ45 Connector

Orange White |= = =
3| Green White
1| Orange White |= = =

1
2
4
6
8

5| Blue White
7| Brown White
3| Green White
5| Blue White
7| Brown White

Connector should be hold
with the jack down and pin
should be counted left to

right (as given in picture)

Straight Cable Color Coding
As per Standard EIA/TIA T-568B

- Make crimping using crimp tools , press crimping tool and make sure all the pins ( brass ) on
the RJ - 45 connector has " bite " of each cable . usually when done will sound "click ". Once
finished at the end of this one , do it again at the other end cable. The final step is to check the
cable that you created earlier using the LAN tester , enter each end of the cable ( RJ- 45 ) to
each LAN port available on the tester , turn and make sure all of the LEDs light up according
to the order of the wires we created.




Creating Cross UTP Cable:-

Creating a cross cable has almost the same steps with straight cable , the difference lies only in
the colour sequence from both ends of the cable . Unlike the straight cable that has the same
colour sequence at both ends of the cable , the cross cable has a different colour sequences
atboth ends of the cable.

The first ends is same with straight cable :

Orange White
Orange

Green White
Blue

Blue White
Green

White chocolate
Brown

NN R WD -

For the second end of the cable, the colour composition is different from the first . The colour
arrangement is as follows

Green White
Green

Orange White
Blue

Blue White
Orange

White chocolate
Brown

NN R WD -

Ethernet Patch Cable
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12345678




Practical No. 5

Aim :- Installation and Introduction of simulation tools packet tracer/
GNSa3.

% GNS3 ( Graphical Network Simulator -3) :

®

GNS3 (Graphical Network Simulator-3) is a free and open-source network emulation software
that allows users to simulate and test complex network topologies in a virtual environment,
without requiring physical hardware. GNS3 enables network engineers and students to build,
design, and test networks of various sizes, from small labs to complex deployments, all within
a virtualized environment.

Installation of Packet Tracer:

Step 1 : First search “ cisco packet tracer ” in browser.

Go g|e % cisco packet tracer X & & Q i {‘-r
cisco packet tracer download
All  Images \ i
mag .. download cisco packet tracer
). cisco packet tracer download 64 bit
NetAcad
o cisco packet tracer download for windows 10 cer
ttps:/Awww.n
What is Cisc 2. cisco packet tracer online
Cisco Packet Trz <.  Cisco packet tracer download cisco networking academy —
L %
combination of rei & ¢isco packet tracer student download f | ~ - =+
cisco packet tracer download for windows 11 B o ¥ ~
Free Comp . 16as L S
No problem. ¢~ €iSc0 pacl et tracer login
. cisco packet tracer free download
Change lan, Report inappropriate predictions _~
This course introduces you to the Cisco Packet Tracer simulation ... 7 X
. > \
More results from netacad.com » =
Cisco Learning Network o Eacket‘Tracer isa ‘cross-platlt?rm visual Vi,
. simulation tool designed by Cisco Systems that

htps://leamingnetwork. cisco.com » question » downloa. &
allows users to create network topologies and

Download Packet Tracer imitate modern computer networks. The

192 Mau 2017 Baskat tranar affinial dawnlaad link ic at Matfad: uau muet ha lanaad inta software allows users to simulate the

Step 2 : Now click on the website https://www.netacad.com/courses/packet-tracer .

a
) ' e
lo) gle cisco packet tracer X y & Q a [
Al Images Videos Shopping Shortvideos News Forums i More Tools
NetAcad Packet Tracer

https://www.netacad.com » cisco-packet-tracer §

System software i
What is Cisco Packet Tracer? | Free Training and Download A

Cisco Pggket Tracer is a comprehensive teaching and learning tool. The software offers a unique -
Rewly =wao -4
compifiation of realistic simulation and visualization # ¥ 3
Routeri i ) = =
¥ 4w 4 i

Change language ) 6

This course introduces you to the Cisco Packet Tracer simulation ...

Free Computer Networking ... N
No problem. Cisco Packet Tracer enables a suite of tutored .

More results from netacad.com »

T T TE UL

o Cisco Learning Network > Packet Tracer is a cross-platform visual v
https:/learningnetwork.cisco.com » question > downloa... } 9 simulation tool designed by Cisco Systems that
allows users to create network topologies and
Download Packet Tracer imitate modern computer networks. The

98 Mav MN17 __ Packat trarar affinial dawnlnaad link ic at Natad: vai mict ha lnnnad inta software allows users to simulate the .




Step 3 : After clicking on this link now slide down and then we find page as shown in below
and the we click on learn more option.

€« C % netacad.com/cisco-packet-tracer g

&  Google Chrome isn't your default browser Set as default X

Downtime Schedule - March 2025

- Friday, 28 March 2025 at 5:30 p.m. to 8:30 p.m. PST (UTC-7)...

tfnan]ne Networking
CISCO. Academy

xplore v J Q_ Search for courses, articl... Learner v

Cisco Packet Tracer

Gain real skills with our powerful network simulation tool where you practice networking,
loT, and cybersecurity skills in a virtual lab - no hardware needed! You will visualize how
a network works, practice rack, stack, and cabling skills, plus integrate loT devices,
Python code, and more. Get started today and download the latest version of Cisco
Packet Tracer for free.

€ C % netacad.com/cisco-packet-tracer G % {?

[TOYW Logacy NetAcad

atfna]ie Networking ‘

v i Teach Partner @ EN @ -
¢IS€0. Academy i1 Explore | Q Search for courses, articl... Learner v m

m Start Learning @ Why use Cisco Packet Tracer EJ Teach with Cisco Packet Tracer @ Cisco Packet Tracer FAQs

Start Learning

alialhs Networin
€I1S€0 Acader

(] Courses  Self-Paced []] Courses  Self-Paced (] Courses  Self-Paced
Getting Started with Cisco Exploring Networking with Exploring Internet of Things
Packet Tracer Cisco Packet Tracer with Cisco Packet Tracer

Your on-ramp to Cisco Packet Practice usina Cisco Packet Tracer Learn to add and confiaure loT




Step 4 : To download cisco packet tracer we need to enroll as a student in the free course. For

this we click on sign up today option.

& Go back

Sign Up

@ English (English) v

You'll be able to start classes as soon as you sign

Build Your Skills With Cisco up.

Sign up with

Pursue real career paths through instructor-led courses
taught by experts and free, online courses backed by Cisco's G Google
expertise.

Create New Account

residence

Select country

Year of Birth

Academy Select year

Step 5 : After signing up we need to accept the terms & conditions .

<@ (& https//www.netacad.com/welcome

Terms & Conditions

Terms and Conditions for Use of Cisco Networking Academy Websites and Services

Your country or region of State

Select state v

v

Month of Birth
v Select month v
B O ) = (weeg) - MO

1. Background. The Cisco Networking Academy learning platforms are websites (“Websites”) within the Cisco
Networking Academy Program (“Program”). Cisco operates and provides access to a range of Program related
websites and microsites accessible to users (including students, nonstudents and alumni) who have a Cisco
Username and Passwords. Websites contain content relevant to the Program and are also designed to enable
social networking and collaboration ("Services") among users. The Services enable a user to create personal
profiles (each, a "Profile") that can be searched and viewed by other users. The Services also support discussion
forums, chat, electronic messaging, survey tools, blogs, wikis or other collaborative tools that Cisco elects to
make available in its discretion. Cisco may modify, enhance, restrict or terminate Websites and Services in its

discretion at any time and without notice.

The Prog in with global privacy laws, including laws that impact children's
privacy. Registration or use of the Prog is not for For the purposes of the Program,

we consider an individual to be a child if the applicable law limits the p of an

L hovin ranad and anrand ta tha tarme 9 randitinne *

s (©] () https//www.netacad.com/welcome

[v] I have read and agreed to the terms & conditions. *

|+

learning offerings from Cisco Networking Academy. | understand | can unsubscribe at any time.

By not subscribing you will not receive Cisco Academy

s

data b the is under a certain age (for example, individuals under 13 years of age

| would like to receive communications and updates about the program, including information about functionality and

cations, including updates and the latest

news regarding netacad.com. You will still receive critical operational updates and updates about your learning journey and account
status by email.

v (update i) -




Step 6: After accepting the terms & conditions we automatically come on course interface then
click on “Download cisco packet tracer”.

€ > C 25 netacad.com/launch?id=ec0847b7-e6fc-4597-bc31-38ddd6b07a2f&tab=curricul 8aac0445-6a6d-5cc2-9380-b72calcb6e0s (B35 ¢ {'?
alraln N ki . . 3
Hoth Nemoring Getting Started with Cisco Packet Tracer o X

Course Outline @ Resources

Q
Module 1: Download and Use Cisco .
A
Packet Tracer
0%
"\ 1.0. Install Cisco Packet Tracer 0/5

1.0.1 Video - Welcome to Getting Started
with Cisco Packet Tracer

> 1.0.2 First Time in the Course

1.0.3 Download Cisco Packet Tracer

1.0.4 Why Should | Take this Course?

1.0.5 Video - Overview of Cisco Packet
Tracer

=< 1.0. Install Cisco Packet Tracer

1.0 Install Cisco Packet

Tracer

Scroll to begin &

Step 7: Click on the shown link below.

stfnan]re Networking
€ISCO. Academy

Course Outline @ Resources

20%

"\ 1.0. Install Cisco Packet Tracer 2/5

1.0.1 Video - Welcome to Getting Started
with Cisco Packet Tracer

1.0.2 First Time in the Course

1.0.3 Download Cisco Packet Tracer

---O

> 1.0.4 Why Should | Take this Course?

1.0.5 Video - Overview of Cisco Packet
Tracer

> | 1.1. The Cisco Packet Tracer Interface 0/6

Getting Started with Cisco Packet Tracer

=< 1.0.3 Download Cisco Packet Tracer ¢ Q @Hen
.
1.0.3 Download Cisco Packet Tracer
To obtain and install your copy of Cisco Packet
Tracer, please follow the instructions from the link

below: https://www.netacad.com/resources/lab-

downloads
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CISCO. Academy

tla]ie Networking
CISCO. Academy

C % netacad.com/resources/lab-downloads?courseLang=en-US B 57

‘ s Explore v

Cisco Packet Tracer

Cisco Packet Tracer

Cisco Packet Tracer, an
innovative network
configuration simulation tool,
helps you hone your
networking configuration skills
from your desktop. Use
Packet Tracer to experiment
while building, managing &

¢}

Cisco Packet Tracer

Cisco Packet Tracer

Cisco Packet Tracer, an
innovative network
configuration simulation tool,
helps you hone your
networking configuration skills
from your desktop. Use
Packet Tracer to experiment
while building, managing &

Q_ Search for courses, articles and...

25 netacad.com/resources/lab-downloads?courseLang=en-US

e Comem S, :
1% Setup - Cisco Packet Tracer 8.2.2 64Bit =

Step 8: Now see the below options and download the required version according to your laptop.

fs

HIMANS...

My Learning @ EN @ Q‘ saner

Learner v

To obtain and install your copy of Cisco Packet Tracer, please follow these simple steps:
Step 1. Download the version of Packet Tracer you require.

Packet Tracer 8.2.2 MacOS 64bit

Packet Tracer 8.2.2 Ubuntu 64bit
Packet Tracer 8.2.2 Windows 64bit

Step 2. Launch the Packet Tracer install program.

Step 3. Launch Cisco Packet Tracer by selecting the appropriate icon.

Step 4. When prompted, click on Skills For All green button to authenticate.
Step 5. Cisco Packet Tracer will launch and you are ready to explore its features.

If you need more guidance, please follow the
Cisco Packet Tracer Download and Installation Instructions.

System Requirements: "P

Comnuter with pither Windawe (1011} MarOS (10 14 ar newer) ar Lhinti (2004 22 04) 1 TS

Step 9: Accept the agreement .

HIMANS...
Learner

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

[ these simple steps:

DOWNLOADING, INSTALLING, OR USING THE CISCO PACKET TRACER SOFTWARE
CONSTITUTES ACCEPTANCE OF THE CISCO END USER LICENSE AGREEMENT
("EULA" https://www.cisco.com/c/ /doud-and-

software/end user license agreement.html) AND THE SUPPLEMENTAL END USER
LICENSE AGREEMENT FOR CISCO PACKET TRACER ("SEULA"
https://www.cisco.com/c/dam/en_us/about/doing business/leqal/seula/cisco-packet-
tracer-software.pdf). IF YOU DO NOT AGREE TO ALL OF THE TERMS OF THE EULA
AND SEULA, THEN CISCO SYSTEMS, INC. ("CISCO") IS UNWILLING TO LICENSE THE
SOFTWARE TO YOU AND YOU ARE NOT AUTHORIZED TO DOWNLOAD, INSTALL

OR USE THE SOFTWARE.
OI accept the agreement
(D1 do not accept the agreement m.
e snticate.
Next Cancel
- = - - ItS features.

If you need more guidance, please follow the
Cisco Packet Tracer Download and Installation Instructions.

System Requirements: '«’

Pamnitar with aithar Windauie (10 11) ManNQ (10 14 ar nawar) ar Lkinti (90 N4 99 A4V I TS




Step 10: After accepting the agreement the download process will start automatically.

C % netacad.com/resources/lab-downloads?courseLang=en-US Cr & &

LCUIZUN Legacy NetAcad

Qr— - . . ] @EN @ Q‘ HIMANS
| Setup - Cisco Packet Tracer 8.2.2 64Bit - 5% Learner

Installing
Please wait while Setup installs Cisco Packet Tracer 8.2.2 64Bit on your computer.

Extracting files...
C:\Program Files\Cisco Packet Tracer 8.2.2\art\[oE\SmartDevices\camera_image1.png

alln Networking
CISCO. Academy

Cisco Packet Tracer
[ these simple steps:

’ n.
Cisco Packet Tracer

) 3nticate.
Cisco Packet Tracer, an Cancel
innovative network e its features.

configuration simulation tool,
helps you hone your
networking configuration skills
from your desktop. Use O
Packet Tracer to experiment System Requirements: 43

while building, managing &

If you need more guidance, please follow the
Cisco Packet Tracer Download and Installation Instructions.

Camniitar with aithar Windawe (10 11) MarNQ (10 14 ar nower) ar Lhinti (9004 99 AAV TR

Step 11: Now click on“finish”option.

Setup - Cisco Packet Tracer 8.2.2 64Bit

Completing the Cisco Packet
Tracer 8.2.2 64Bit Setup Wizard

Setup has finished installing Cisco Packet Tracer 8.2.2 64Bit on
your computer. The application may be launched by selecting
the installed shortcuts.

Click Finish to exit Setup.

{8 Launch Cisco Packet Traceri

Finish




Step 12: Now click on‘“yes”option.

? Cisco Packet Tracer

X

Would you like to run multi-user when application

starts?

alaln
cisco

© CopyrightCisca023




Step 13: Now click on*“yes”option.

Windows Security

Do you want to allow public and private
networks to access this app?

Windows Firewall has blocked some features of Packet Tracer
Executable on all public and private networks

£¥ Packet Tracer Executable

Publisher Cisco Systems, Inc

Allow Cancel

Step 14: Now select the “Skills for all” option to get start with the cisco packet tracer.

» Packet Tracer
B 8 B ® Cicco packet Tracer Login X
ZQqa

.Logica| ) (& 000100
Cisco Packet Tracer

Sign in using one of the following options:

alvaln
cisco Skills For All

Learn more about Networking | Learn more about Skills for All
Academy

Login Server
Worldwide

Keep me logged in (for 3 months)
Not recommended for public or shared computers

] By using Cisco Packet Tracer you accept the Terms Of Service (EULA & SEULA) and The Privac
Tom | Statement . Simulation
Proxy Settings _
e
E r-vl_“-_—_—____._ o~
Hesmie — OO
r TSelect a Device to Draa and Drop 1o the Worksoace)




Step 15: To start working with cisco packet tracer we need to login in account.

« L
@ English (English) v
Welcome!
Y . ¥ e < Please login to your account.
Build Your Skills With Cisco ot
Pursue real career paths through instructor-led courses Email
taught by experts and free, online courses backed by Cisco's |

expertise.

Forgot Password?

Or continue with

Networking . G Google
Academy

Don't have an account? Sign up

Step 16: Here we can see we have successfully downloaded the cisco packet tracer.

& C | @ localhost8001/7state=GLNWtgFO&session_state=103f4440-e3a7-41af-81d7-a2a20a367f2eiss=https%3A%2F%2Fauth.netacad.com%2Fauth%2.. & 1% | 1%

You have successfully logged in to Cisco Packet Tracer. You may close this tab.




Practical No. 6

Aim:- Study of various LAN topologies and their creation using network
devices, cables and Computer.
Topology:-

Topology is derived from two Greek words topo and logy, where topo means 'place' and logy
means'study'.Network topology describes the physical and logical structure of a computer
network. It shows how devices and nodes are connected, and how data flows between them.

There are two major categories of Network Topology:

1.Physical Network topology - Physical Network Topology refers to the actual structure of
the physical medium for the transmission of data.

2. Logical Network Topology- Logical network Topology refers to the transmission of data
between devices present in the network irrespective of the way devices are connected. The
structure of the network is important for the proper functioning of the network.

Network topology defines the layout, virtual shape, or structure of the network, not only
physically but also logically. A network can have one physical topology and multiple logical
topologies at the same time.

Types of Network Topology:-
Below mentioned are the types of Network Topology

Point to point topology
Bus topology

Star topology

Ring topology

Tree topology

Mesh topology

Hybrid topology




e Point to Point Topology-
Point-to-point topology is a type of topology that works on the functionality of the sender and
receiver. It is the simplest communication between two nodes, in which one is the sender and
the other one is the receiver. Point-to-Point provides high bandwidth.

POINT TO POINT TOPOLOGY

=

Device 1 Device 2

e Bus topology-

Bus Topology is a network type in which every computer and network device is connected
to a single cable. It is bi-directional. It is a multi-point connection and a non-robust topology
because if the backbone fails the topology crashes. In Bus Topology, various MAC(Media
Access Control) protocols are followed by LAN ethernet connections like TDMA, Pure
Aloha, CDMA, Slotted Aloha, etc.

BUS Topology

File Server

Terminator Terminator

Terminator

PC 4

PC5 Printer

Advantages of Bus Topology

o If N devices are connected to each other in a bus topology, then the number of cables
required to connect them is 1, known as backbone cable, and N drop lines are required.

o Coaxial or twisted pair cables are mainly used in bus-based networks that support up to
10 Mbps.

o The cost of the cable is less compared to other topologies, but it is used to build small
networks.




o Bus topology is familiar technology as installation and troubleshooting techniques are
well known.

e CSMA is the most common method for this type of topology.
Disadvantages of Bus Topology

o Abus topology is quite simpler, but still, it requires a lot of cabling.
e Ifthe common cable fails, then the whole system will crash down.

o If the network traffic is heavy, it increases collisions in the network. To avoid this,
various protocols are used in the MAC layer known as Pure Aloha, Slotted Aloha,
CSMA/CD, etc.

e Adding new devices to the network would slow down networks.
o Security is very low.

A common example of bus topology is the Ethernet LAN, where all devices are connected
to a single coaxial cable or twisted pair cable. This topology is also used in cable television
networks.

e Star topology-

DBYJUS

A STAR NETWORK TOPOLOGY

- R G
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SPOKE

In Star Topology, all the devices are connected to a single hub through a cable. This hub is the
central node and all other nodes are connected to the central node. The hub can be passive in
nature i.e., not an intelligent hub such as broadcasting devices, at the same time the hub can be
intelligent known as an active hub. Active hubs have repeaters in them. Coaxial cables or RJ-
45 cables are used to connect the computers. In Star Topology, many popular ethernet LAN
protocols are used as CD(Collision Detection), CSMA(Carrier Sense Multiple Access), etc.

Advantages of Star Topology

e If N devices are connected to each other in a star topology, then the number of cables
required to connect them is N. So, it is easy to set up.

o Each device requires only 1 porti.e. to connect to the hub, therefore the total number of
ports required is N.

o Itis Robust. If one link fails only that link will affect and not other than that.

i ) 4 L2214 21 42 L2 42 d £o.-14 lats
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o Star topology is cost-effective as it uses inexpensive coaxial cable.
Disadvantages of Star Topology

o Ifthe concentrator (hub) on which the whole topology relies fails, the whole system will
crash down.

o The cost of installation is high.
e Performance is based on the single concentrator i.e. hub.

A common example of star topology is a local area network (LAN) in an office where all
computers are connected to a central hub. This topology is also used in wireless networks where
all devices are connected to a wireless access point.

¢ Ring topology-

In a Ring Topology, it forms a ring connecting devices with exactly two neighboring devices.
A number of repeaters are used for Ring topology with a large number of nodes, because if
someone wants to send some data to the last node in the ring topology with 100 nodes, then
the data will have to pass through 99 nodes to reach the 100th node. Hence to prevent data
loss repeaters are used in the network.

The data flows in one direction, i.e. it is unidirectional, but it can be made bidirectional by
having 2 connections between each Network Node, it is called Dual Ring Topology. In-Ring
Topology, the Token Ring Passing protocol is used by the workstations to transmit the data.

Ring Topology

e

e
PC 1 :
e
PC 3
.
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File Server

The most common access method of ring topology is token passing.

o Token passing: It is a network access method in which a token is passed from one node
to another node.

o Token: It is a frame that circulates around the network.

Operations of Ring Topology

e One station is known as a monitor station which takes all the responsibility for
performing the operations.

o To transmit the data, the station has to hold the token. After the transmission is done,
the token is to be released for other stations to use.




o When no station is transmitting the data, then the token will circulate in the ring.

o There are two types of token release techniques: Early token release releases the token
just after transmitting the data and Delayed tokenrelease releases the token after the
acknowledgment is received from the receiver.

Advantages of Ring Topology

e The data transmission is high-speed.

e The possibility of collision is minimum in this type of topology.
e Cheap to install and expand.

e Itis less costly than a star topology.

Disadvantages of Ring Topology
o The failure of a single node in the network can cause the entire network to fail.
e Troubleshooting is difficult in this topology.

o« The addition of stations in between or the removal of stations can disturb the whole
topology.

o Less secure.
e Tree topology

Tree topology is the variation of the Star topology. This topology has a hierarchical flow of
data.In tree Topology,protocolslike DHCP and SAC(Standard Automatic
Configuration) are used.In tree topology, the various secondary hubs are connected to the
central hub which contains the repeater. This data flow from top to bottom i.e. from the central
hub to the secondary and then to the devices or from bottom to top i.e. devices to the secondary
hub and then to the central hub. It is a multi point connection and a non-robust topology
because if the backbone fails the topology crashes.

Advantages of Tree Topology

o Itallows more devices to be attached to a single central hub thus it decreases the distance
that is traveled by the signal to come to the devices.

o Itallows the network to get isolated and also prioritize from different computers.
e We can add new devices to the existing network.

o Error detection and error correction are very easy in a tree topology.




TREE TOPOLOGY
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Disadvantages of Tree Topology
o Ifthe central hub gets fails the entire system fails.
o The cost is high because of the cabling.
o Ifnew devices are added, it becomes difficult to reconfigure.

A common example of a tree topology is the hierarchy in a large organization. At the top of the
tree is the CEO, who is connected to the different departments or divisions (child nodes) of the
company. Each department has its own hierarchy, with managers overseeing different teams
(grandchild nodes). The team members (leaf nodes) are at the bottom of the hierarchy,
connected to their respective managers and departments.

e Mesh topology-

In a mesh topology, every device is connected to another device via a particular channel.
Every device is connected to another via dedicated channels. These channels are known
as links. In Mesh Topology, the protocols used are AHCP (Ad Hoc Configuration
Protocols),DHCP(Dynamic Host Configuration Protocol), etc.

e Suppose, the N number of devices are connected with each other in a mesh topology,
the total number of ports that are required by each device is N-1. In Figure 1, there are
5 devices connected to each other, hence the total number of ports required by each
device is 4. The total number of ports required = N * (N-1).

o Suppose, N number of devices are connected with each other in a mesh topology, then
the total number of dedicated links required to connect them is N C 2 i.e. N(N-1)/2. In
Figure 1, there are 5 devices connected to each other, hence the total number of links
required is 5*4/2 = 10.




Mesh network topology
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Advantages of Mesh Topology

o Communication is very fast between the nodes.
e Mesh Topology is robust.

o The fault is diagnosed easily. Data is reliable because data is transferred among the
devices through dedicated channels or links.

e Provides security and privacy.
Disadvantages of Mesh Topology
o Installation and configuration are difficult.

o The cost of cables is high as bulk wiring is required, hence suitable for less number of
devices.

e The cost of maintenance is high.

A common example of mesh topology is the internet backbone, where various internet service
providers are connected to each other via dedicated channels. This topology is also used in
military communication systems and aircraft navigation systems.

e Hybrid topology-

Hybrid Topology is the combination of all the various types of topologies we have studied
above. Hybrid Topology is used when the nodes are free to take any form. It means these
can be individuals such as Ring or Star topology or can be a combination of various types
of topologies seen above. Each individual topology uses the protocol that has been
discussed earlier.




HYBRID TOPOLOGY

A hybrid topology is a type of network topology that combines two or more network

topologies, including ring, bus, and mesh topologies

@ . e ‘.

Advantages of Hybrid Topology

o This topology is very flexible .

e The size of the network can be easily expanded by adding new devices.
Disadvantages of Hybrid Topology

o Itis challenging to design the architecture of the Hybrid Network.

e Hubs used in this topology are very expensive.

o The infrastructure cost is very high as a hybrid network requires a lot of cabling and
network devices .

A common example of a hybrid topology is a university campus network. The network may
have a backbone of a star topology, with each building connected to the backbone through a
switch or router. Within each building, there may be a bus or ring topology connecting the
different rooms and offices. The wireless access points also create a mesh topology for wireless
devices. This hybrid topology allows for efficient communication between different buildings
while providing flexibility and redundancy within each building.




Practical No. 7

Aim:-Study of various Lan topologies and their creation using Cisco Packet
Tracer.

» Demonstration of a star topology by using ciscopacket tracer

STEP 1: Open cisco packet tracer and choose PC with name PC0,PC1,PC2,PC3,PC4,PC5 and
switch name SWITCHI1.

® Cisco Packet Tracer

- a8 X
File Edit Options View Tools Extensions Window Help
iERSO0rihdar1 Qaao@E BFE ?
SQae@b §/rme ¢ NN
:.‘.Logical | Physical)x 74.y. 350

Root (5 (@) 48 (a)(@705 1830

PC-PT
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==. PCAT
PCPT
PCt e

PCPT
PCPT PC4
PCO
PCPT
PC5

o ©Realtime )& Simulation
o L L

Fire LastStalus Source Destination Type Color Time(sec) Periodic Num Edit Delete

Now connect all these PC with Switch.

® Cisco Packet Tracer
File Edit Options View Tools Extensions Window Help
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After click on PC and now click on desktop.
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Now, star topology is completed.
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» Demonstration of a Bus topology by using ciscopacket tracer
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Practical No. 8
Aim:- Configuration of TCP/IP protocols in Window/LINUX.

< Open command prompt then type ipconfig /all and press enter.

Microsoft Windows [Version 10.0.26200.8037]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Piyush Gupta>ipconfig /all
Windows IP Configuration

Host Name . . T Pi yushGupEta
Primary Dns SuFle 5 o 5 & B B

Node Type . . 5 & = o o5 o & B [eresic]

IP Routing Enabled 5 6 5 o & 5 o 8 T

WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Ethernet:

Media State . . . : Media disconnected

Connection-— spec1¥1c DNS SuF{lx

Description . . . =« « « « « . . : Intel(R) Ethernet Connection (23) I219-V
Physical Address S e = B L = BA=59 3R =7 A

DHCP Enabled. . T Y es

Autoconflguratlon Enabled S e = st Yes

Wireless LAN adapter Local Area Connection* 1:

Media State . . . : Media disconnected

Connection— spec1F1c DNS SuFle

Description . . - « « « « « <« <. : Microsoft Wi-Fi Direct Virtual Adapter
Physical Address « - « < <« <« - . : 98-BD—80-6A-U5-C9

DHCP Enabled. . TR YVes

AutoconFlguratlon Enabled < = = = = Yes

Wireless LAN adapter Local Area Connection* 2:

Media State . . . : Media disconnected

Connection-— spec1F1c DNS SuFle

Description . . . « « « « « <« . : Microsoft Wi-Fi Direct Virtual Adapter #2
Physical Address < « « « <« . . . : 9A-BD—80-6A-U5-C8

DHCP Enabled. . 5> 5 o o 8 YES

AutoconFlguratlon Enabled S el Yes

Wireless LAN adapter Wi-Fi:

Connection-— speciFic DNS Suffix
Description . . .« « « « +« . . : Intel(R) Wi-Fi 6E AX211 160MHz
Physical Address &« « « « « . . . : 98-BD-80-6A-45-C8
DHCP Enabled. . . . . < = -t Yes
Autoconfiguration Enabled . . . . : Yes
IPv6 Address. . . .+ . . . : 2U402:3a80:9d:ffda:a537:bcdf:1612:86b7(Preferred)
Temporary IPv6 Address .« . . . : 20402:3a80:9d:ffda:6d61:9933:5U42:1b02(Preferred)
Link-local IPv6 Address . . . . . : fe80::f123:a790:9cll:cbcf%U(Preferred)
IPv4 Address. . . .+« « . . :192.168.217.76(Preferred)
Subne N M as = ) B E 2 5 5 2 5558
Lease Obtained. . . . . . . . . . : 17 March 2026 14:57:25
Lease Expires . . . . . . . . . . : 17 March 2026 16:27:26
Default Gateway . . . . . . . . . : fe80::929:9836:c3d2:ed12%4
192.168.217.89
DHCP Server . . . . . . . . . . . : 192.168.217.89
DHCPv6 IAID . . 6 o o5 o o o o 8 ALY
DHCPv6 Client DUID .« « +« « . . : 00-01-00-01-2E-25-ED-9D-84-BA-59-3B-FE-7A
DNS Servers . . . . . . . . . . . : 192.168.217.89
2402:3a80:9d:ffda: :d6
NetBIOS over Tcpip. . . . . . . . : Enabled

Ethernet adapter Bluetooth Network Connection:

Media State . . . : Media disconnected

Connection-— spec1{1c DNS Sufflx

Description . . .« « « « « . . : Bluetooth Device (Personal Area Network)
Physical Address <« = - « -« - < . := 98-BD—80-6A-U45—CC

DHCP Enabled. . . . . e - s Yes

Autoconfiguration Enabled 5 5 o o 8 V&S

C:\Users\Piyush Gupta>|




< Open command prompt then type ipconfig /release and press enter.

C:\Users\Piyush Gupta>ipconfig /release

Windows IP Configuration

No operation can be performed on Ethernet while it has its media disconnected.

No operation can be performed on Local Area Connection* 1 while it has its media disconnected.

No operation can be performed on Local Area Connection* 2 while it has its media disconnected.

No operation can be performed on Bluetooth Network Connection while it has its media disconnected.

Ethernet adapter Ethernet:

Media State . . . . . . . . . . . : Media disconnected
n-specific DN

Wireless LAN adapter Local Area Connection* 1:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Local Area Connection* 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix
IPv6 Address. 5 5 6000 006 o

Temporary IPv6 Address. . . . . . : 2U402:3a80:9d:ffda:6d61:9933:542:1b02
Link-local IPv6 Address . . . . . : fe80::f123:a790:9cll:cbcf%u

Default Gateway . . . . . . . . . : fe80::929:9836:c3d2:ed12%4

2402:3a80:9d:ffda:a537:bcdf:1612:86b7

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

C:\Users\Piyush Gupta>|
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Aim: Introduction to various Interior and Exterior routing Protocols.
Routing Protocol:

A routing protocol is a set of rules and algorithms used by routers to determine the best path
for forwarding data packets across a network. These protocols enable routers to share
information about network topology and make dynamic decisions on how to route traffic
based on current network conditions.

Types of routing protocols:-

There are different types of routing protocols, and they can generally be categorized into two
main types:

Routing Protocol

| Interdomain | | Intrarlclnmain ]
v ¥
Path vector Distance vector Link state

I—ﬁéF_‘l ns+=|=

Classification of routing protocol

1. Interior Gateway Protocols (IGPs)

These protocols operate within a single autonomous system (AS), which is a collection of [P
networks and routers under the control of a single entity. Common IGPs include:

RIP (Routing Information Protocol): A distance-vector protocol that uses hop count as its
metric. It's simple but limited in scalability.

OSPF (Open Shortest Path First): A link-state protocol that uses the Dijkstra algorithm to
determine the shortest path and is scalable for large networks.

EIGRP (Enhanced Interior Gateway Routing Protocol): A Cisco proprietary protocol that
combines features of both distance-vector and link-state protocols.

2. Exterior Gateway Protocols (EGPs):-

These protocols are used to route data between different autonomous systems. The most
widely used EGP is:

BGP (Border Gateway Protocol): The main protocol used on the Internet to exchange
routing information between different autonomous systems. BGP is a path-vector protocol and
is very scalable, but it can be complex to configure.

Key Concepts in Routing Protocols:

Metric: A value used to determine the "best" path. Common metrics include hop count,
bandwidth, delay, and cost.




Convergence: The time it takes for a routing protocol to reach a stable state after a network
change (e.g., a link failure).

Routing Table: A table stored in each router that contains information about the best paths to
reach various destinations in the network.

Configuration of Routing Information Protocol (RIP) Using Cisco Packet Tracer:-

Step1.Choose Switch and select 3 Switch-PT. As shown:

EERSOr-iA®ACIY QaaaoEz EFE 2
D@ X /s rmed S
i jcal) o0 [FD-:Q]\E);\L

Switch-PT Switch DT Swilch-PT
Switchn Switcit Switchz

= Nz 1 0 1 GGG 00 — Fire LastStatus
A s w e PR L EY R L o e
[ ] \ [ =
- o B . | —
e L. .

Step2.Choose PC and select 6PCs to connect with Switches.Connect each pair of 2 PCs
with Switches using Automatic type connection. As shown:

¥ Cisco Packet Tracer = X
File Edit Options View Tools Exdensions ‘Sindow Help
NETTL P T BRI =1=1-F-1-! 2
Q@S i/ me @ M

:-‘.Louical‘:u = Physical]x 174,y 413

SyftchQT
wich
E=a =,
FC-PT PCFT
Pl P2 FCi Fed R

Fire LastStatus  Source  Destinafic

>

s Newr Delete

AAA2 2222

Toggle PDU ListWindow]
< >

Automatically Choose Connedion Type




Step 3. Now choose 3 Routers (1841) and connect these with switches using Automatic
connection type. Connect router with each other by DTE cable. As shown:

€ Cisco Packet Tracer

File Edit Options ‘“iew Tools Extensions ‘window Help

EiEREQ@srioaAcy QeaoEEEE ?
So@S B/ meds S

PGPT POPT
B Pe2 PC3 PR RER
v
< >
Time: 00:25 E:U\“o“ul‘»‘] \‘oRealtimej\‘ Simulation |
o - Y Fie LastStais Source Destinsl
sAmFwe * |, F |5 &= - > [Soorare o]
[ | > New. Delete
H < > | [Toggie FDU Listwindow
Seriol DTE < >

Step 4. Now Assign IP to Routers and PCs connected.

¥ Cisco Packet Tracer

File Edit Options View Tools Exensions ‘Window Help
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Step 5. Give Serial IPs to router to connect them together. As shown

isco Packet Tracer

= X
File Edit Options ‘“iew Tools Extensions Window Help
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: 5
Step6. Updating RIP table of ROUTER . As shown:
Routerd o
E “ Q o f n @ Igr ,1 @\ ®\ e\ E I Physical Cunﬁﬁ cu Attributes ]
- — GLOBAL i
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Eguivalent (05 Command:
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=, figure verminal
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Fe0 pC1 PCPT e
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Router (config-router)#
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Step 7. Now Transfer the message from PC0

co Packet Tracer
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Aim:-Configuration of TELNET protocols on router for remote access.

Telnet protocol: TELNET is a type of protocol that enables one computer to connect to the
local computer. It is used as a standard TCP/IP protocol for virtual terminal service which is
provided by ISO. The computer which starts the connection is known as the local computer.
The computer which is being connected to i.e. which accepts the connection known as the
remote computer. During telnet operation, whatever is being performed on the remote
computer will be displayed by the local computer. Telnet operates on a client/server principle.

Steps to Configure Telnet on Cisco Router

1. First of all, execute the following command to change the current hostname as Switchl.
Switch(config)#hostname Switch1

2. configure an IP address on the switch. Unlike the routers, typically switch does not
require to be configured with an IP address. However, we need to configure an IP
address on the switch’s VLAN 1 interface.
The following commands will configure 10.0.0.1/8 IP address on the VLAN 1 interface.
Switch1(config)#interface vlan 1
Switch1(config-if)#ip address 10.0.0.1 255.0.0.0
Switch1(config-if)#no shutdown
Switch1(config-if)#exit

3. Once you have configured the appropriate hostname and IP address on the switch,
execute the following commands to enable the Telnet protocol.
Switch1(config)#line vty 0 4
Switch1(config-line)#password 123456
Switch1(config-line)#login
Switch1(config-line)#exit
4. The following figure shows the Telnet configuration on Switchl

5. In the preceding commands, vty —means virtual terminal and 0 4 means —total five
mm(0 to 4) users can access the switch remotely at a time. 123456 is the password that the
remote users need to know in order to connect to the switch.

6. Once you have done your configuration on switchl, move on to PCO. Configure

10.0.0.1/8 IP address on PCO.




7. After configuring the appropriate IP address on the PC, open the Command
Prompt window of the PC, type telnet 10.0.0.100 and press Enter.
8. At the Password: prompt, type your telnet password (123456) and verify that you

are able to connect to switch’s console remotely.

Consider the following example:

imRdO0riaj@darijaaaom|e=a 2

Boaet|lg/rmev¢|ma

4 L TEL

The network administrator wants to use his computer (Host A) to access and manage the
router (R1). The administrator will start a Telnet client program on Host A and enter the [P
address of the router R1 (telnet 10.0.0.1): The administrator can now manage the remote
device (R1) from his own computer. Although Telnet is simple and easy to use, it is not
widely used anymore, especially in production environments. This is because Telnet sends all
data in clear-text, including usernames and passwords! SSH is commonly used today instead
of Telnet. Telnet is only used if SSH is not available on the device, for example on some older
Cisco equipment.




